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The Open Source Security Foundation (OpenSSF), an 
initiative of the Linux Foundation, was formed in 2020 as 
a cross-industry forum to improve open source software 
(OSS) security collaboratively. In December 2021, the 
Log4Shell vulnerability in the OSS component log4j was 
publicly revealed (see the CSRB report on Log4j). While 
many vulnerabilities have been found in closed source 
software, Log4Shell made many organizations realize 
how dependent they have also become on OSS. This led 
to a global discussion about how to improve OSS security.

The White House issued a call to action and asked 
organizations to investigate how to improve the secu-
rity around OSS packages and in particular supply chain 
security threats. The OpenSSF drafted a Mobilization 
Plan in early 2022 to identify potential starting points. 
Turning these ideas into action has faced headwinds 
given socio-economic realities facing the open source 
community, which often includes maintainers and 
contributors working outside their day-to-day to create 
OSS for the greater public good.

Throughout 2022-2023, despite broader challenges 
in the technology ecosystem, OpenSSF has achieved 

significant momentum toward improving OSS security 
(e.g., building off the activities outlined in our Annual 
Report December 2022). Our accomplishments in 2022 
through the summer of 2023 include:

1. Software Security Education. As of August 2023, 
20,019 developers enrolled in our courses on 
the fundamentals of developing secure software 
(LFD121 and LFD104x). The diversity, equity, and 
inclusion (DEI) group is supporting an “office hours” 
program (via videoconference) to mentor newcom-
ers to OSS security.

2. Security Guides. Various guides were released or 
updated for developers, consumers, and the secu-
rity community to help improve security:

 » Concise Guide for Developing More Secure Software
 » Concise Guide for Evaluating Open Source Software
 » Guide to implementing a coordinated vulnerability 

 disclosure process for open source projects
 » Guidance for Security Researchers to Coordinate 

Vulnerability Disclosures with Open Source 
Software Projects

 » npm Best Practices Guide

2

https://www.cisa.gov/sites/default/files/publications/CSRB-Report-on-Log4-July-11-2022_508.pdf
https://openssf.org/oss-security-mobilization-plan/
https://openssf.org/oss-security-mobilization-plan/
https://openssf.org/wp-content/uploads/sites/132/2022/12/OpenSSF-Annual-Report-2022.pdf
https://openssf.org/wp-content/uploads/sites/132/2022/12/OpenSSF-Annual-Report-2022.pdf
https://openssf.org/training/courses/
https://openssf.org/resources/guides/
https://best.openssf.org/Concise-Guide-for-Developing-More-Secure-Software
https://best.openssf.org/Concise-Guide-for-Evaluating-Open-Source-Software
https://github.com/ossf/oss-vulnerability-guide/blob/main/maintainer-guide.md#readme
https://github.com/ossf/oss-vulnerability-guide/blob/main/maintainer-guide.md#readme
https://github.com/ossf/oss-vulnerability-guide/blob/main/finder-guide.md#readme
https://github.com/ossf/oss-vulnerability-guide/blob/main/finder-guide.md#readme
https://github.com/ossf/oss-vulnerability-guide/blob/main/finder-guide.md#readme
https://github.com/ossf/package-manager-best-practices/blob/main/published/npm.md#readme
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3. OSS Security Evaluation. Simplified obtaining 
security information about OSS so, consumers 
and maintainers can more efficiently assess OSS 
security:

 » OpenSSF Scorecard. Automatically assesses OSS 
projects against various software security criteria. 
A score is produced that helps OSS consumers 
estimate the security of the OSS and helps OSS 
maintainers by giving them a goal to improve 
their score. OpenSSF is continually improving the 
Scorecard, and we now run a weekly Scorecard 

scan of over one million OSS projects. Allstar is a 
complementary effort that helps streamline using 
the Scorecard within a developing organization or 
project. We’ve recently added support for GitLab (in 
addition to GitHub) thanks to contributions from 
Lockheed Martin.

 » OpenSSF Best Practices Badge. Security and 
sustainment criteria that OSS projects can use 
to more deeply evaluate their efforts and also 
help OSS consumers understand their status. For 
example, requiring at least one developer to know 
how to design secure software and counter com-
mon vulnerabilities, and as significant new func-
tionality is added, the developer must add tests 
to an automated test suite. We have over 6,000 
participating projects.

 »  Supply-chain Levels for Software Artifacts (SLSA). 
SLSA is a framework to prevent tampering, improve 
integrity, and secure packages and infrastructure. 
SLSA version 1.0 was released in April 2023, focus-
ing on protecting build processes. SLSA was subse-
quently adopted by npm for package integrity.
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https://github.com/ossf/scorecard
https://github.com/ossf/allstar
https://www.bestpractices.dev/en
https://slsa.dev/
https://github.blog/2023-04-19-introducing-npm-package-provenance/
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 » Security reviews collection. We have collected a 
set of known security evaluations of OSS, enabling 
others to find and review this information quickly.

4. Improved OSS infrastructure & Tooling. Improving 
infrastructure and tooling has a broad impact on 
improving security.

 » Sigstore. Digital signatures enable receivers to 
verify that the software package they received 
was intended by the sender and who the sender 
was. Digital signatures counter many attacks that 
involve tricking users into installing malicious pack-
ages provided by an adversary. Unfortunately, past 
digital signature services have either been imprac-
tical for OSS or too hard to use. We’ve released a 
free service called “sigstore” that provides digital 
signing and verification for artifacts. Sigstore 
General Availability (GA) began in October 2022. 
Sigstore is used for signing releases of CPython, 
Kubernetes Artifacts, and as part of npm pack-
age provenance. We also have a free course on 
how to use sigstore. Over 32 million entries have 
been recorded for signatures within sigstore’s 
public signature transparency log, spanning over 
17,000 unique OSS projects including Kubernetes, 
CPython, LLVM, KNative, Istio, and ArgoCD.

 » Secured Software Repositories. Many OSS pack-
ages are acquired through repositories, so we’re 
working with repositories to improve their security. 
We first conducted a Package Manager Security 
Landscape Survey to contrast their security capa-
bilities. We then developed Build Provenance for All 
Package Registries guidance to encourage improve-
ments across all repositories. Some repositories 
implemented new best practices with support from 
other repositories. For example, the Python Package 
Index (PyPI) implemented a new 2FA mandate based 
on the experience of JavaScript’s npm. Some projects 
are adopting OpenSSF capabilities to improve secu-
rity like npm which has added an easy mechanism to 
generate signed provenance attestations (building 
on Sigstore and SLSA) and publish these results in 
npm to counter tampering with a package’s build 
process.

 » Better Tooling. OpenSSF funded spdx/tools- 
python to improve SBOM handling. We also released 
Fuzz Introspector to improve fuzz testing and fuzz 
testing tools to enable detecting vulnerabilities be-
fore attackers find them.

4

https://github.com/ossf/security-reviews
https://www.sigstore.dev/
https://openssf.org/press-release/2022/10/25/sigstore-announces-general-availability-at-sigstorecon/
https://openssf.org/press-release/2022/10/25/sigstore-announces-general-availability-at-sigstorecon/
https://www.python.org/download/sigstore/
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/
https://openssf.org/training/securing-your-software-supply-chain-with-sigstore-course/
https://openssf.org/training/securing-your-software-supply-chain-with-sigstore-course/
https://github.com/ossf/wg-securing-software-repos/blob/main/survey/2022/summary.md
https://github.com/ossf/wg-securing-software-repos/blob/main/survey/2022/summary.md
https://github.com/ossf/wg-securing-software-repos/blob/main/docs/build-provenance-for-all-package-registries.md
https://github.com/ossf/wg-securing-software-repos/blob/main/docs/build-provenance-for-all-package-registries.md
https://blog.pypi.org/posts/2023-05-25-securing-pypi-with-2fa/
https://github.blog/2023-04-19-introducing-npm-package-provenance/
https://github.blog/2023-04-19-introducing-npm-package-provenance/
https://github.blog/2023-04-19-introducing-npm-package-provenance/
https://github.com/spdx/tools-python
https://github.com/spdx/tools-python
https://openssf.org/blog/2022/06/09/introducing-fuzz-introspector-an-openssf-tool-to-improve-fuzzing-coverage/
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5. Vulnerability finding and reporting.
 » Alpha-Omega. A significant effort, with $12.5M in 

corporate sponsorship, to partner with OSS main-
tainers to systematically find and fix undiscovered 
vulnerabilities and improve their overall processes. 
Current partners include the Python Software 
Foundation ‚— including funding a Python security 
developer-in-residence, the OpenJS Foundation and 
jQuery, the Eclipse Foundation, Node.js, and the Rust 
Foundation. All of these partners manage important, 
widely-used OSS, so the security improvements we 
implement together will substantially improve secu-
rity for all. The 2022 Alpha-Omega report summa-
rizes recent accomplishments.

 » Security Audits. We’ve supported in-depth security 
audits of some widely-used OSS, often via Alpha-
Omega, including Eclipse Equinox P2 (a widely used 
provisioning platform), sigstore, Jackson-Core and 
Jackson-Databind, slf4j (a logging framework), and 
Symfony (a widely used PHP framework).

 » Open Source Vulnerability (OSV) Schema. OSV is 
a machine-readable format that precisely maps 
vulnerabilities to open source package versions 
or commit hashes. OSV enables rapid automatic 
identification of vulnerable components so projects 
and organizations can update those components. 
More ecosystems are using OSV today, including the 
relatively recent additions of AlmaLinux, Rocky Linux, 
and the Haskell programming language (a total of 18 
ecosystems today). 

6. Research. OpenSSF has overseen research such 
as the Census II of Free and Open Source Software 
— Application Libraries to identify the most wide-
ly-used OSS application libraries and a survey on 
Addressing Cybersecurity Challenges in Open Source 
Software. We have also identified a set of critical 
OSS and are continuing to refine this set.

7. Community Building & Outreach. We have held 
formal OpenSSF Days in North America, Europe, 
and Japan, as well as local meetups in the global 
OSS community to encourage the use of OpenSSF 
resources. Numerous OpenSSF initiatives have been 
featured in industry conferences (e.g., Scorecard 
featured at DEFCON 31, 2023) highlighting the ben-
efits of many of our projects and how open source 
projects can integrate our materials. OpenSSF 
members are working with the US Cybersecurity and 
Infrastructure Security Agency (CISA) and the Joint 
Cyber Defense Collaborative (JCDC) to develop the 
executive leadership fact sheet ("Improving Security 
of Open Source Software in Operational Technology 
and Industrial Control Systems"). This sheet pro-
motes an understanding of OSS and its implemen-
tation in operational technology (OT) and industrial 
control systems (ICS) environments, including best 
practices for securing OSS in OT.
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https://openssf.org/community/alpha-omega/
https://pyfound.blogspot.com/2023/01/the-psf-is-hiring-security-developer-in.html
https://pyfound.blogspot.com/2023/01/the-psf-is-hiring-security-developer-in.html
https://openssf.org/wp-content/uploads/sites/132/2022/12/OpenSSF-Alpha-Omega-Annual-Report-2022.pdf
https://ostif.org/tag/openssf/
https://ostif.org/tag/openssf/
https://github.com/ossf/osv-schema
https://www.linuxfoundation.org/research/census-ii-of-free-and-open-source-software-application-libraries
https://www.linuxfoundation.org/research/census-ii-of-free-and-open-source-software-application-libraries
https://www.linuxfoundation.org/research/addressing-cybersecurity-challenges-in-open-source-software
https://www.linuxfoundation.org/research/addressing-cybersecurity-challenges-in-open-source-software
https://github.com/ossf/wg-securing-critical-projects
https://github.com/ossf/wg-securing-critical-projects
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OpenSSF Plans and Potential Partnership
We believe there are many opportunities to collaborate, 
both on work we intend to do and on possible new work. 
The US National Cybersecurity Implementation Plan of July 
2023 (NCIP) notes explicitly the need to “scale public-pri-
vate partnerships” (NCIP 1.2). It includes items such as 
“promote open-source software security and the adoption 
of memory safe programming languages” (NCIP 4.1.2). 
It also notes the need to “use federal grants and other 
incentives to build in security” (NCIP 3.4.2). Collaboration 
could help the US government to meet or exceed its 
completion dates, avoid duplication of efforts (eliminating 
waste and strengthening results by pooling resources), 
and enable both the US Government and industry to be 
seen as partners working together to solve critical issues.

The OpenSSF intends to do the following (here, we note 
alignments with the NCIP):

1. OSS Security Education. We are developing more 
materials for hands-on and in-depth learning, 
building on materials listed above and the security 

knowledge framework. We also intend to release a 
course for managers on developing secure software.  
We have other education proposals that still need to 
be funded but are open for review and comment. Our 
education work aligns with “publish a US National 
Cyber Workforce and Education Strategy (NCWES) 
and track its implementation” (NCIP 4.6.1) and the 
NCWES itself.

2. Security Guides. We’re developing more guides, 
e.g., Compiler Options Hardening Guide for C and 
C++ and Source Code Management (SCM) Platform 
Configuration Best Practices. This aligns with 
“increase agency use of frameworks and interna-
tional standards…” which notes the need to use 
guidance (NCIP 1.1.3) and “scale public-private 
partnerships to drive development and adoption of 
secure-by-design and secure-by default technology,” 
which notes the need to partner with the “open-
source software community” (NCIP 1.2).
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https://www.whitehouse.gov/wp-content/uploads/2023/07/National-Cybersecurity-Strategy-Implementation-Plan-WH.gov_.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/07/National-Cybersecurity-Strategy-Implementation-Plan-WH.gov_.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/07/National-Cybersecurity-Strategy-Implementation-Plan-WH.gov_.pdf
https://www.securityknowledgeframework.org/
https://www.securityknowledgeframework.org/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/07/31/fact-sheet-biden-%E2%81%A0harris-administration-announces-national-cyber-workforce-and-education-strategy-unleashing-americas-cyber-talent/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/07/31/fact-sheet-biden-%E2%81%A0harris-administration-announces-national-cyber-workforce-and-education-strategy-unleashing-americas-cyber-talent/
https://github.com/ossf/wg-best-practices-os-developers/blob/main/docs/Compiler-Hardening-Guides/Compiler-Options-Hardening-Guide-for-C-and-C%2B%2B.md
https://github.com/ossf/wg-best-practices-os-developers/blob/main/docs/Compiler-Hardening-Guides/Compiler-Options-Hardening-Guide-for-C-and-C%2B%2B.md
https://github.com/ossf/wg-best-practices-os-developers/blob/main/docs/SCM-BestPractices/README.md
https://github.com/ossf/wg-best-practices-os-developers/blob/main/docs/SCM-BestPractices/README.md
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3. Improved OSS Security Evaluation. These should 
help “drive development and adoption of secure-by-
design and secure-by-default technology” (NCIP 1.2).

a. Supply Chain Integrity. We intend to evolve our 
existing frameworks SLSA and S2C2F to cover 
a greater range of functional concerns, enabling 
open source consumers to more thoroughly 
assess upstream threats and better manage sup-
ply chain risks across their dependency portfolio.

b. Scorecard. We plan to improve the detection of 
security tools and processes.

c. Dashboard. We intend to develop a “dashboard” 
(building on our existing prototype and tools) to 
provide a combined view of security-related infor-
mation about OSS for maintainers, potential users 
of OSS, and organizations.

4. Improved OSS Infrastructure and Tooling.

a. Improved integrated tooling. We’re working on 
assembling a secure workbench of capabilities to 
automatically list, scan, remediate, and secure the 
OSS components flowing through the software 
supply chain that come together as software is 
written, built, deployed, consumed, and main-
tained. This includes a desire to automatically 
generate software bill of materials (SBOMs) for 
OSS. This aligns with the “advance software bill of 
materials (SBOM) and mitigates the risk of unsup-
ported software” (NCIP 3.3.2).

b. Increase memory safety. Our Memory Safety 
group will encourage critical OSS projects to move 
to memory-safe-by-default languages. Where it’s 
not possible/ practical, we’ll encourage projects to 
reduce memory safety vulnerabilities. This aligns 
with “promote open-source software security and 
the adoption of memory-safe programming lan-
guages” (NCIP 4.1.2) and “accelerate the maturity, 
adoption, and security of memory-safe program-
ming languages” (NCIP 4.2.1).

c. Secured Software Repositories. We have devel-
oped a list of areas to work to improve security for 
Homebrew (MacOS/*nix package manager) and 
are working on a draft for RubyGems, based in part 
on previous work for Python. We intend to develop 
more areas and then work to request and search 
for funding.

4. Vulnerability finding and reporting. These align with 
“coordinated vulnerability disclosure” (NCIP 3.3.3).

a. Alpha-Omega. We intend to scan many more OSS 
components and develop automated fixes for 
them at scale. This aligns with “promote open-
source software security…” (NCIP 4.1.2).

b. Open Source Software Security Incident 
Response Team (OSS-SIRT). OSS-SIRT is a pro-
posed process and coordinated cross-industry 
expert group that will be available to help OSS 
maintainers remediate high-impact security vul-
nerabilities and related security emergencies. This 
also aligns with “support private sector and state, 
local, Tribal, and territorial (SLTT) efforts to miti-
gate ransomware risk” (NCIP 2.5.4).

c. OpenWall mailing lists. We plan to improve the 
OpenWall mailing list infrastructure, widely used 
for OSS vulnerability coordination. This also aligns 
with “support private sector and state, local, Tribal, 
and territorial (SLTT) efforts to mitigate ransom-
ware risk” (NCIP 2.5.4).

d. OpenVEX. OpenVEX is a specification for vulner-
ability exchange (VEX) data. It implements the 
Cybersecurity and Infrastructure Security Agency 
(CISA) Minimum Elements for VEX. We expect to 
update its specification and its vexctl tooling.  We 
are working on guidance for security scanner ven-
dors to effectively ingest VEX documents leverag-
ing OpenVEX and any other VEX statements.

e. Vulnerability Disclosures AutoFix. This spe-
cial interest group (SIG) within the Vulnerability 
Disclosures Working Group is developing a 
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http://slsa.dev
https://github.com/ossf/s2c2f
https://github.com/ossf/Diagrammers-Society/blob/main/SecurityToolbelt/readme.md#mission
https://github.com/ossf/Memory-Safety
https://repos.openssf.org/proposals/build-provenance-and-code-signing-for-homebrew
https://github.com/psf/fundable-packaging-improvements/blob/master/FUNDABLES.md
https://openssf.org/community/alpha-omega/
https://github.com/ossf/SIRT
https://github.com/ossf/SIRT
https://www.openwall.com/lists/
https://github.com/ossf/OpenVEX
https://www.cisa.gov/sites/default/files/publications/VEX_Use_Cases_Apr22.pdf
https://www.cisa.gov/resources-tools/resources/minimum-requirements-vulnerability-exploitability-exchange-vex
https://github.com/openvex/spec
https://github.com/openvex/vexctl
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framework and methodology to automate report-
ing discovered vulnerabilities to upstream open 
source projects.  Alpha-Omega will leverage this 
framework and it is available to any security 
researcher to help provide best practices and 
methods to engage with open source projects 
effectively.

6. Artificial Intelligence/Machine Learning (AI/ML) 
Security. OpenSSF will collaborate closely with 
DARPA’s Artificial Intelligence Cyber Challenge (AIxCC). 
AIxCC is a competition in AI and cybersecurity to 
defend software, and OpenSSF will guide teams in 
creating AI systems capable of addressing vital cyber-
security issues. More broadly, OpenSSF is developing 
an approach to collaborate with the LF AI & Data 
foundation to establish guidance on AI/ML, so AI/
ML will improve (instead of reduce) OSS security. The 
NCIP doesn’t mention AI/ML, but the US White House 
“Blueprint for an AI Bill of Rights” requirement for 
demonstrating “safety and effectiveness” implies the 
need for security.

7. Research. We plan to update Census II (“Census III”) 
and are considering other research.  This aligns with 
“prioritize funding for cybersecurity research” (NCIP 
3.4.2).

8. Community building and outreach. OpenSSF will 
continue this work. This aligns with “strengthen 
international partners' cyber capacity” (NCIP 5.2.1).
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https://aicyberchallenge.com/about/
https://aicyberchallenge.com/about/
https://www.whitehouse.gov/ostp/ai-bill-of-rights/
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